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Adversary Goal
Student To have fun snooping on people’s e-mail
Cracker To test out someone’s security system; steal data
Sales rep To claim to represent all of Europe, not just Andorra

Businessman | To discover a competitor's strategic marketing plan
Ex-employee | To get revenge for being fired

Accountant To embezzle money from a company
Stockbroker To deny a promise made to a customer by e-mail
Con man To steal credit card numbers for sale

Spy To learn an enemy’s military or industrial secrets
Terrorist To steal germ warfare secrets
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(a) P-box
(b) S-box
(c) Product
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(a) Triple encryption
Inels DES

(b) n1snaasi

64-Bit plaintext Liq R4

| L AL
l Initial transposition ‘ . v N v 7
— \ v
—>| Iteration 1 I
>
2 L 1
o —>| Iteration 2 | \
8 . Liq @ KRi4, Ki) |
—>| Iteration 16 |
\ r
| 32-Bit swap |
) ' 1
| Inverse transposition | I A N7 A N
| | G
64-Bit ciphertext 32 bits 32 bits
Li R
(a) (b)
71 Ko K T Ko T
(e [p] [p1] (=] [p]
P—Ef—{of——Ef——cC ¢——{o|—{E|—{p}]—F

(@) (b)

aaﬂ‘mqEw'ﬁumaﬁLﬁmﬂﬁﬂﬂﬁiﬁﬂﬁ’jaHaﬂﬂL%J'ﬁﬁumﬂzju 32 1AAIUTIEUNYINNT exclusive-OR 111

o Y

ﬂummﬂaﬂm’hmmmjm 32 TpAuITLarATUaUAaUTU (K) T9ANUTUFaUansdanasnuil

De

| o o A« vV ° o YV | dy
Tuagiun i Adidunnssyiriudeyalunguil

Tuaeau w.e 2522 s latieulanszmininadaunn 56 dsduana “wnulilagls
ARAUIENNTIALILATRIAtaENedlsy nEnmlaansldmnATiAlFENN friple encryption 4
w aslugy 88 Tenstutveenidu "uduneuuarldAd v Tumeuusn plaintext azgnid
o vaa ad o A v 2 a ° o
99 Iaenglas DES wuudnmaeazinmg K1l Tudumeun a9 DES azvineruludnisous

L% | val :i v o Aaal val :: 4J val

103N90ansY UALIAE K2 uardumeu aneeziinds DES wnldanafwmildneliAd ki

8.2.2 LINSTILNTSITISA Toyadu _ouuu AES

UIMIgIUNTITNTT %BHH%U”QLLUU AES (Advanced Encryption Standard) 1h5Ln1snszau
IHRANTRALN I T AL NIST (National Institute of Standards and Technology)
yaensznsavndad wigauiniethunlflunnsidaei ﬁﬁamﬂaﬂﬁzmwiﬁﬁ%ummﬁuLmiﬁﬁ
s wnu DEs TaelEsaliTinisualedilunnstinl usiannsidned uninadulufeuunsnay
WA, 2540 Antiiderialan naninswadulEfualiRannsThine. uaiideiiungil



1. 1918n191Ns%  block cipher WU LUNAT
a aal dl ° Vv Y G ad a

2. FEAZIREAUAITNITNUNL UaazangllsenAlATluRsNTuLLE AL

LY v o a
3. Ty yunsldAdAnuend 128, 192, uaz 256 in

v v dy v WZJJQQ < « g «
4. 904 11190 waultanulanosrenawsLazaNsanag

s a K dl v v a) ] = = vV v 1B :: v Qs =

5. danasnunliazneatame  ersusvseilluaugnlildnulagliiinefsladunes

Tusnumau AL w.A. 2541 NIST lAAmaLaanianig 5 LLuuﬁﬁmiﬁaﬁ'qmiuu&mmmm
danase Use 80 W ANUE AUBRUAT LaTAINUABINTS MiIrieAnuan Uz ineu
lunaunaal w.a. 2544 NIST tadsznAliiEnnsued Rjndael (AnAulng Rjmen uaz Daemen
gwaifio dlunmsgunisidngyt dayauasiguna nigewsnn FIPS 197 (Federal Information

Processing Standard)

. { i e o N sala < a a X & a
Rjndael (@ lst-lna) U yuAdniALENY 128 D9 256 IR (RLAUATIAZ 32 Dn)
a o < [~ a I o Qs | uIJ o va =
ANLENARdAt LAz ILAIadUAaAud szunfulaziu unalaeiililaviinualil aquuuAe
Viudamuunn 128 danazaguuis 128 1n wasldudamuunn 128 danazAsuunn 256 1n lu
nsanldAgaunm 128 daazvinlnnanufuldifuesasifudnuiu 2'2 vsadssunol 3 * 10%
4J v v 4‘ a (Q‘Iqﬂd ) v Vv s QI ° )
vy geinldiaTesmouiamesni@igduin 1 AuduiiiaulunIuIuLaz A U
upazasaldingn 1 ud uduiuninds azfadldnailunisfiuiumagie u 10'° 1

38n1suuu Rijndael
aa Vv g 49/ d 9/2;
AFNITULY Rijndael  FWNAULLUNUFIULBNING ) Galois field theory wazlavienngunu

#define LENGTH 16
#define NROWS 4

#define NCOLS 4

#define ROUNDS 10
typedef unsigned char byte;

/* # bytes in data block or key */
/* number of rows in state */

/* number of columns in state */
/* number of iterations */

/* unsigned 8-bit integer */

rijndael(byte plaintextLENGTH], byte ciphertext{LENGTH)], byte key[LENGTH])

intr; /* loop index */
byte statelNROWS][NCOLS]; /* current state */
struct {byte KNROWS][NCOLS];} rk[ROUNDS + 1];  /* round keys */

expand_key(key, rk);
copy_plaintext_to_state(state, plaintext);

/* construct the round keys */
/* init current state */

xor_roundkey_into_state(state, rk[0]);

for (r =1; r <= ROUNDS; r++) {
substitute(state);
rotate_rows(state);
if (r < ROUNDS) mix_columns(state);
xor_roundkey_into_state(state, rk[r]);
}

copy_state_to_ciphertext(ciphertext, state);

}

/* XOR key into state */

/* apply S-box to each byte */

/* rotate row i by i bytes */

/* mix function */

/* XOR key into state */

suA 8-9

Iasv swosvlin
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/* return result */
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state na:ouseg

rkli]

128-Bit plaintext 128-Bit encryption key

state rk[0]  rk[1] rk[2] rk[3] rk[4] rk[5] rk[6] rk(7] rk[8] rk[9] rk[10]

Houna keys

ABNEILATNNT é’w‘i%mﬂﬁauﬂauun permutation 9U79N19VINULLLALE Rz s uau
o s a a &, o " i

10 501 1v5UL&RAIUNA 128 TauazAtuuin 128 1m Aulilauda 14 seu vsuudanndauin

I avseldAdauin 256 Un gU 89 u adlase FeuadlAn WMFLE Rindael

Wadiu Rindael Usznaumemis lines s plaintext vunedsansdaunm 16 Tuaild
Wiudayanazitnisidned  ciphertext ausdaunn 16 Tuanldifudeyanuiunisidnd uad
uaz eanflunadng uay Key unadeaduunm 16 lua 28 im)

s state HupnsdnfnuaasusulRdy plaintext udvasgnifdaunlliFes q lu
nnduneunisAuin lunsdunsusnafianisununassazniilun  wluduneaudu g enalinig
s o I v a &, 4‘ | :: Vv | s dyﬁ'd Vv dl v o
audunisdayaiiniy Watulupeau avine Atludiuls state UiAadayaignidnei
= v v . v @ 1 v @ ! @ 4 o 1 aAa
ITELFRENAT (ciphertext) 31 8-10 W aslviiiunsutisloyaenniily udn e saiu wnin

¥ 2
AuludumnauLsn

L'ﬂmmﬂmiﬁﬂqﬂuiunﬂ%umauﬁvfu nsovnugaundUlE Failunnsnans it dayaasi
Fanestutiuwineudioundy

Fanestuilldsunnsaenuuunnfiuadnamadliife s anulaendeifiuosnadiitiu us

&1 unsarineulfetnimndy feetesreuinmesivnaugiannuSietnien 2 GHz A

nnsnidied deyalifiaainuiFatlszuio 700 Mbps TaGmaiiazidne i Taya1nAviAl MPEG-
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Cipher Block Chaining Mode
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Encryption Decryption
box box
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Exclusive
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0 2¢luai o lagnidingyt uaz weanly e plaintext luRi 10 uDeAslugyl 8-13(a) danadinu
DES Az¥ina1ufill 64-bit shift register i 319 64-bit ciphertext TuATingnA LT AvBY
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Wileunuis cipher block chaining Mt fapsdianumaaanisld Initialization vector lumau
BUAUNIIYINL

N1909MA% A28l cipher feedback mode TUMNLAULAEAAUNNTNGE  TUAD AR shiff
. v o I 1 2 o :i (d‘ = o R o 4" £ % v
register 20NN leIsL‘HQﬂﬂami‘Vl AILIU “Lumwgmaanmm exclusive-OR 11U C10 el L@



64-bit shift register 64-bit shift register
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oy finTuiL cipher feedback mode Aa fnfayaliies 1 Tnas ciphertext tiugn
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Stream Cipher Mode
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Encryption box Encryption box

Key E Key E
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suA 8-13
Cipher feedback
mode

(a) N1SITISIH
(b) n1snaasi

suA 8-14

A stream cipher
(a) NISITISI
(b) n1snaasi
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NISITISH A2835

counter mode

“UNMI" Initialization vector Qﬂﬂmﬂmuﬁumaummﬁwﬂu Va9 INTIU output %Qm:ﬁﬁiﬁ

uaz “unman keystream tuflud szaindaya Asiu s awsavinnsdunaimihlitasiesnis
a a { a g o >

wazithid szandetianannesdayaiieraifinruluszyinmstn 4 g 814m) b Asnnsnansi

2

ns0ansi inaulAENIg 59 keystream AumiedBiRgaunAugFudaya Liaewan

X . v S x4
keystream AUBEITL Initialization vector uaz key Wity asldiinansrnuifiauuiiasainay
Hananluszvinanisti wloya ciphertext Aatiutfayvdayaiinnann 1 Inas wwansznusaiin
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ULLWENTALAE
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IN9ITNNIVINAINANIAT 579 keystream AULWMATIAUTURY 29A5 %W:Lﬂuﬂ'ﬁﬁﬂﬁtﬁmfgma'@u
sannsnenenuoansyi Inegynsnle Tasentymnian keysteam reuse attack aBstingan plaintext
uden PO Qnidnsii fde keystream LalilA PO XOR KO Maun plaintext U&aAT 89 QO fi
QN fnel keystream dulAenfiuialiils Q0 XOR Ko gunInil "unen undayany ad

[~ 49, ve ) v Z.// o . o @ v 4J ) o
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ganlUls Junsnfiazlidaya plaintext a9wAaAfIvin exclusive-OR fiuggl 1 1WNTANTILVTE
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Inalannzdeyaluszuugudeys meuiudayaiidis? aeds cipher block chaining Tiu
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lildgnidne Tnemse fufe initialization vector waz AasiAmilazgnidnsi  uwdaain
ciphertect 119N exclusive-OR 11l plaintext 1ABNTSLNLAT inifialization vector W@z 1
o % 1 (~3 (=3 | ] s [~ (3 Y V) v v o
Wiuunazudan fazifunisiglunisnans vdealed laluuiudayalaslinoanenssi
vdeniegnaunthiuiae

L7 | aa dld « Il | QI Vv ° | < a

w1 counter mode axihiAgnsifitszlemiunfidqnaaunaziastiiuinanite uysdn

key fmeniu & gnihunlddnasmilsluauian (4 plaintext Anfuumil Intticlization Vector

Fupeai uazgungntaaluedayany aenseldla lunsdliiainued keystream azimileuiui

Qé [~ | o Qs = Qs dl v o a Vv QI/ = Vv

aanstlguilugneau il keystream reuse attack wuLLAEaiL IAeELNEllUEY TuAer

yngninieumindanau ciphertext M4 84A3ILYIN exclusive-OR LinAeiufiaz qunsarindn
QI v v S ] = v . 1 :: 1 tdy ] Y o vaa

key nlipanlilnmvaentuniiesianing plaintext tiu qnaauillilavilvidgnis counter

mode nuaAMunLngldineaumunisiauliaanly initialization vector way key ANNAL

| = 1 L Z Qs a s = v 2; L% a | v

wazarsaziliunisidanuuy 1wl key Fupeafiuatagnidentd asafslnadudyunci
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8.2.4 nasiBBiesTunuudus

Cipher Author Key length Comments

Blowfish Bruce Schneier 1-448 bits | Old and slow

DES IBM 56 bits | Too weak to use now

IDEA Massey and Xuejia 128 bits | Good, but patented

RC4 Ronald Rivest 1-2048 bits | Caution: some keys are weak
RC5 Ronald Rivest 128-256 bits | Good, but patented

Rijndael Daemen and Rijmen 128-256 bits Best choice

Serpent Anderson, Biham, Knudsen | 128-256 bits | Very strong

Triple DES | IBM 168 bits | Second best choice

Twofish Bruce Schneier 128-256 bits | Very strong; widely used

A8NMsULL DES uaz Rindael {Asnsined  ewuuildAd unadinlasuanuiiay
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Wadazlananndonig 4 dsnununldlunisiipsiziten 9NAeusEsT & 8019
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n151419% WUy public-key cryptography U glfunazauazfesiad adipe At

dl v ilulz o LY vV v LY v S o | o K ve vV
189Uz wnsadsznalinsulanald mduldlunisdned deya uazAd ’mmm;ﬂ
v A\ Ve Vi v Y dl YVar dJ = 1 = ¢ . =
paell A4 luNN900AsW daANUNIATULN T9RZFUNIN ASl 1879 (public key) WAZAE AU
o . o X ¥ o | Sca 4 @ o g ve ax v o X
517 (private key) 191 a2 1A INALAL (secret key) Tufuan 1A ltilgn191919%  WuL symmetric-

key cryptography

8.3.1 danasSinu RSA

4" v v v o YV va o ) YV o A )

wasanndalaulFauaaanigidings magaimﬂ%mﬂ 18719 0UIN TN I LN UILLINWEINEN
ANPUNAALNEINUN 1190 H9IURS9AULN AEATENUTE LN 159 nNUNINENde MIT Lagl
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:: ° vV QI Il I Ve ¥V | I Qs Vv S [ % dl kX4 a o s
tuhuihfieawansis aug dunluiannudu manisAr-Aeanuduinlilunisudnaennuas
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% & a Y o
WAINTULIIINEIANT NSA (National Security Agency) 38n1stlinnisiszunanadayaudon
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Alice: private key, Dp
ice's
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message hash of M Signed hash
M SHA-1 RSA .
(arbitrary ™\ algorithm H algorithm D) Sent
length) to
Bob
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M, OO0 OO0 rarard| HEa o W £3
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My |:II:I:I:II:II:II:I:I:I:II:II:II:II:II:I:I| H, W,
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antiumiaunuiu avndaaun wniugnaes Wesanniduldlulanaziyanraduuiii
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doyaigrluibolinsu
512 On

(b) waaws variable
ala

(c) the word array



NUUAN 64 ﬁﬂﬁmﬁa‘l,ummé%g}mﬁmL‘i”nvl,ﬂimﬂ%?ﬂmmiﬁﬂmm?\a
W = s'W, XOR W, XOR W, XOR W, (16 <i< 79

Tngi Sow) AaNMIvyuA1 W auna 32 Tatuldnieinudneg (eft circular rotation) 1lu
U b 1A 9NtTUFLLsA 998N 5 FAR A, B, C, D, LAz E %Qﬂﬁmummﬁmﬁﬂﬁtﬂu HO
D4 HA PAUATAL

v

NNFANUIUAINENT galisunuselAndnanalAsatl

for (i=0; i< 80; i++) {
temp = S5(A) + +1(B,C,D)+E+W, +K;
E=D; D=C; C= ();B=A;A=temp;
}

v

Tnew ki AoAAsfdIualiluginsgiuaas SHAT aaed fi dvualissd

£ (B,C,D)=(B AND C) OR (NOT B AND D) (0<i<19)
£ (B,C,D)=B XOR C XOR D (20 < i < 39)
£(B,C,D)= (B AND C) OR (B AND D) OR (C AND D) (40 < i < 59)
f(B,C,D)=B XOR C XOR D (60 < i <79)
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TuadreTudaiuTureiuiuiAuinnan 172 dnanw ulvaiinazamanisinaneuaaily
o 4J s QI a = 1 [~ Vv o QI vy A o o <K :i I
v 100 Al edUNasImua e AnuLnasifundA meun laRelE UL ANE AL
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23 puaultvntiu nnsit_atuuudie q As aandnuauiindnen 23 au 1wnsodug Ay @3xe2)/
2 = 253  wiazpianuunazifunecdiuadeTuiniuiu 1/356 Falunnuuiazdunin
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Tugtluuialy §ndnnsdugsevang input AU output tedd1uay input LU n 4uU

v I G| Vv G| % a . Vv
@au 417 19 a8+ uazanuiulillnues output flu k AUiAR, message digest, @) A2
Az wsadugladu nne1)/2 g 1 nin1y/2 > k azvinliilant Nazlesnaties 1 gnazlnng
Q/leql :i [~1 v Qs :i 1 Vv Qs |ﬂl ° [~ =1

puAn uiRnassnistuidulla snn vy musanislanisduainazdss uau Mi39a9
Thdszun n>k MueANUINdaAIL message digest 1uNm 64 Dadanudnazifufiay
. X ' .
Ansagnaensyi eanlalaants $1edaAnnuauun 232 deAnuuazuawndaanuiidavilauiu

AN UNFIDENITR WEnIRAIUIEATIE MAAeLTRLAes LM INENSE  State
University S WAL anil s WAL “dy uAnTesAnraNnstuazifiduasd aawuAa Tom
LAz Dick Tom tlddnuvineurien Dick 2 T eldsunisiasunTudifusn ddunis
#9041 Dick fiazvunlent Tuiiui Tom §anifluns UMt ALE S nAeuRanesie

Mariyn Faividupinasean 1wnaseiedisadauanruneiuseclldy Dean dafufiiay
Dear Dean Smith,

This [letter | message] is to give my [honest | frank] opinion of Prof. Tom
Wilson, who is [a candidate | up] for tenure [now | this year]. 1 have [known |
worked with] Prof. Wilson for [about | almost] six years. He is an [outstanding |
excellent] researcher of great [talent | ability] known [worldwide | internationally)
for his [brilliant | creative] insights into [many | a wide variety of] [difficult | chal-
lenging] problems.

He is also a [highly | greatly] |respected | admired] [teacher | educator]. His
students give his [classes | courses] [rave | spectacular] reviews. He is [our | the
Department’s| [most popular | best-loved] [teacher | instructor].

[In addition | Additionally] Prof. Wilson is a [gifted | effective]| fund raiser.
His [grants | contracts] have brought a [large | substantial] amount of money into
[the | our] Department. [This money has | These funds have] [enabled | permitted]
us to [pursue | carry out] many [special | important| programs, [such as | for ex-
ample] your State 2000 program. Without these funds we would [be unable | not
be able] to continue this program, which is so [important | essential] to both of us.
I strongly urge you to grant him tenure.

o o a =~ P [ @ o o
nInNITHRN U sLunimleﬂq Tom L9 WﬂMMHMLLm QﬂwuqﬂqzaﬂLﬂULﬂuﬂquﬂU

Dear Dean Smith,

This [letter | message] is to give my [honest | frank] opinion of Prof. Tom
Wilson, who is [a candidate | up] for tenure [now | this year]. 1 have [known |
worked with] Tom for [about | almost] six years. He is a [poor | weak] researcher
not well known in his [field | area]. His research [hardly ever | rarely] shows
[insight in | understanding of] the [key | major] problems of [the | our] day.

Furthermore, he is not a [respected | admired] [teacher | educator]. His stu-
dents give his [classes | courses] [poor | bad | reviews. He is [our | the
Department’s] least popular [teacher | instructor], known [mostly | primarily]
within [the | our] Department for his [fendency | propensity] to [ridicule | embar-
rass] students [foolish | imprudent] enough to ask questions in his classes.



[In addition | Additionally] Tom is a [poor | marginal] fund raiser. His [grants
| contracts] have brought only a [meager | insignificant] amount of money into
[the | our] Department. Unless new [money is | funds are] quickly located, we
may have to cancel some essential programs, such as your State 2000 program.
Unfortunately, under these [conditions | circumstances] I cannot in good [consci-
ence | faith] recommend him to you for [tenure | a permanent position].
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) 2. Fake home page with E¢
Alice | Trudy Bob
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v 4. Eg(Message)
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sun 8-24
Tususavhg 1s1smu:
na: SHA-1 hash
favasusavlng CA

| hereby certify that the public key

19836A8B03030CF83737E3837837FC3s87092827262643FFA82710382828282A
belongs to

Robert John Smith

12345 University Avenue

Berkeley, CA 94702

Birthday: July 4, 1958

Email: bob @ superdupernet.com

SHA-1 hash of the above certificate signed with the CA’s private key |
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Field Meaning

Version Which version of X.509

Serial number This number plus the CA’s name uniquely identifies the certificate
Signature algorithm | The algorithm used to sign the certificate

Issuer X.500 name of the CA

Validity period The starting and ending times of the validity period

Subject name The entity whose key is being certified

Public key The subject’s public key and the ID of the algorithm using it
Issuer ID An optional ID uniquely identifying the certificate’s issuer
Subject ID An optional ID uniquely identifying the certificate’s subject
Extensions Many extensions have been defined

Signature The certificate’s signature (signed by the CA’s private key)
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8.5.2 UMMSTIU X.509
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a % s g d 1 s % %
nstvmsdanisluusesgeenniu eudiyynil wnsgruniseenludusesaliFunmsiann
Ay ldeuTalasunissusaalasadAnig ITU dnternational Telecommunication Union) 1380177
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